
How overturning Roe v Wade has eroded privacy of personal data
The US Supreme Court decision is making many women vulnerable to criminal prosecution, David
Cox reports

David Cox freelance journalist

In earlyAugust, prosecutors from theMadisonCounty
attorney’s office in Nebraska became the first law
enforcement agency in theUS touseprivateFacebook
data to support a case against a teenager accused of
having an illegal abortion.1

The messages between the accused, 17, and her
mother were accessed after prosecutors sent a search
warrant to Meta, Facebook’s parent company, back
in June. It represents the first instance of investigators
accessing an individual’s data from a tech company
as part of an abortion case since the US Supreme
Court’s decision to overturn the 1973 Roe v Wade
ruling.2

“We’ve learnt that Facebook cannot be trusted with
anything,” says Laura Shipp, a cyber security
researcher at Royal Holloway, University of London.
Shipp advises anyone seeking abortion information,
orwishing to discuss thematterwith familymembers
or friends, to always do so through private browsers
or encrypted messaging services to ensure that the
information will not be stored on any database or
shared with third parties.

The case has sparked campaigns calling for people
todelete their accounts on the socialmediaplatform.3
Now, Google employees are petitioning Alphabet,
Google’s parent company, to offer abortion benefits
to contractors, suspend donations to anti-abortion
politicians, and provide better protection for users
against possible police requests.4 But these tech
giants are just one of many digital mediums that
could be exploited as a way of obtaining information
relating to a person’s reproductive history, as US
states look to clamp down on abortion.

Legal experts say that text messages, emails,
geolocation data, online payment records, Google
searches, and informationaccumulatedbyappscould
all be used as means of proving guilt.

“The tech industry is built on this idea that your data
is one of your most precious commercialisable
resources,” says Carmel Shachar, executive director
of the Petrie-Flom Centre for Health Law Policy,
Biotechnology, andBioethics, atHarvardLawSchool.
“People need to worry about the way they interact
with the digital world when they’re pregnant and
they don’t want to be pregnant.”

In particular, the so called femtech industry has come
under increasing scrutiny, with popular digital tools
such as the period tracker app Flo becoming viewed
as potential liabilities, especially as their business
models involve collecting personal data and selling
it to third parties. While many of these companies
have announced new privacy protection measures
in the wake of the Supreme Court decision—for

instance, Flohas addedananonymousmode feature
to let users remove identifiers suchasnameandemail
address from their profiles5—it remains to be seen
whether this provides any real protection.

“If they have this data, I find it hard to know how
they can protect it from subpoena if that happens,”
says Shipp. “I’ve not seen anything solid enough to
suggest that that’s not the case, at the moment.”

Who owns your health data?
The possibility that femtech apps might be used to
build legal cases against people suspected to have
had abortions has thrown open the question of
whether they should be more tightly regulated in
future, to add more layers of protection over how this
information is shared.

“These everydayappshave incredibly intimatedetails
about our health, and yet they’re not regulated as
health devices,” says Gina Neff, executive director of
the Minderoo Centre for Technology and Democracy
at the University of Cambridge. “They’re falling into
an ethical grey zone, where consumers are
increasingly relying upon them, and yet they don't
have the kinds of protections that they would have
when sharing information with their doctors.”

In the US, even private medical records are not
considered sacrosanct when it comes to what
investigators might be able to access. While medical
privacy laws such as the Health Insurance Portability
and Accountability Act (HIPAA) provide some
protection, personal medical data can still be
subpoenaed if there is reason to believe that an illegal
abortion has occurred.6 Patients have little control
over what happens because in virtually all US states,
the law specifically states that either medical
providers or hospitals own the data.

NicoleHuberfeld, professor of health law, ethics, and
human rights at the Boston University School of
Public Health, says that healthcare providers are not
always obliged to cooperate with prosecutors. There
has to be a specific reason for needing to access such
confidential data.

“HIPAA does not stop subpoenas, but neither does
it require healthcare providers to comply with broad
subpoenas that are seekingunspecified information,”
she says. “Prosecutors cannot go on fishing
expeditions by making a blanket request for all
patients who appear to have had abortions that may
have violated state laws.”

Shachar predicts that the Nebraska case is likely to
be something of an exception. Instead, she believes
the majority of court cases in the coming years will
be US states taking action against physicians or

1the bmj | BMJ 2022;378:o2075 | doi: 10.1136/bmj.o2075

FEATURE

London

dcwriter89@gmail.com

Cite this as: BMJ 2022;378:o2075

http://dx.doi.org/10.1136/bmj.o2075

Published: 26 August 2022

 on 28 A
pril 2024 by guest. P

rotected by copyright.
http://w

w
w

.bm
j.com

/
B

M
J: first published as 10.1136/bm

j.o2075 on 26 A
ugust 2022. D

ow
nloaded from

 

https://crossmark.crossref.org/dialog/?doi=10.1136/bmj.o2075&domain=pdf&date_stamp=26-08-2022
mailto:dcwriter89@gmail.com
http://dx.doi.org/10.1136/bmj.o2075
http://www.bmj.com/


hospitals suspected of providing abortions, rather than patients
themselves, although the predicted rise of self-administered
abortions could see more instances of patients being directly
targeted.

“There’s the worry that people will not seek out medical care, out
of worry that these records will be discoverable,” Shachar says.
“The most important thing is that if patients have self-induced
abortion and it’s not goingwell, that they go get the care theyneed.”

While the effect of the fall of Roe v Wade on medical data privacy
has been feltmost keenly in theUS, the reverberations have reached
other countries that have taken an anti-abortion stance, such as
Poland.

On 6 June 2022, the Polish health minister signed a new regulation
requiring doctors to record both past and current pregnancy
information in a central register,7 a move which was met with
consternation from both women’s rights groups and politicians.8

According to Atina Krajewska, a researcher in human rights law
within health and medicine at the University of Birmingham Law
School, the register is most likely to be used to build cases against
those suspected of helping people access abortion services within
Poland, which is illegal.

“Whilewomenarenot criminalised, criminal sanctionshave recently
affected their family members,” says Krajewska. “The internet
behaviour of women has certainly changed. They are more careful
ordering abortion pills online, seeking information about abortion,
or organising abortion travel abroad. The disclosure of personal
data can create an atmosphere of fear, surveillance, anduncertainty
and undermine public trust in the healthcare system.”

Howmuch does the NHS protect the UK?
Even within the UK, researchers point out that people are not as
protected as they might think, citing an ongoing court case in which
a 25 year old woman in Oxford is facing trial for allegedly
self-administering misoprostol, which is routinely prescribed by
doctors at abortion clinics, with intent to procure a miscarriage.9
The woman is being prosecuted under the 1861 Offences Against
thePersonAct,whichwas introduced to stopblackmarket abortions
in Victorian England, for acting without medical authorisation, a
charge that carries a maximum sentence of life imprisonment. She
is pleading not guilty, with a trial set to take place next February.

Shipp says that at the moment legislation such as the General Data
Protection Regulation (GDPR) offers people in the UK more
protection regarding sensitive information that tech companies
hold about their reproductive health or their search history and
social media conversations.

GDPR could be overturned as part of a drive to move away from
European data privacy rules in the wake of Brexit,10 although in
reality, many data controllers operate across borders and so will
remain subject to the EuropeanUnionGDPRor other privacy laws.11

In 2021, NHS Digital announced plans to pool medical records onto
a database and share them with third parties.12 Although the NHS
says that this could save lives,13 researchers say that questions
remain about some of the possible implications.

“In terms of the NHS, I think it’s really interesting to ask how
protectedwe are, andhowprivate our data is,” says Shipp. “Itmight
be doing a deal with Palantir, which is involved in this new data
platform that will contain a huge amount of confidential patient
data without very clear guidance on who will have access to it and
under what terms. So it’s definitely getting more of a grey area.”

As a result, Shipp has some advice for anyone looking to engage
with tech platforms regarding their reproductive health. “Find an
app that is privacy first, as that doesn’t store any data other than
on your phone,” she says. “Otherways of just keeping safe are using
fake names or email addresses and avoiding the community and
forum aspects of apps, as a lot of them have polls or quizzes but
then they treat that as data that they can just scrape.”
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