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Call for inquiry into NHS cyber-attack
Politicians and doctors’ leaders have called
for an inquiry into the “ransomware”
cyber-attack that paralysed IT systems
across 48 English trusts, 13 Scottish
NHS organisations, GP practices, and
pharmacies on 12 May.
Operations and appointments were
cancelled and staff were asked to work over
the weekend, as trusts put emergency plans
into action to deal with the problem.
Barts Health NHS Trust, which runs five
hospitals in east London and was one of
the trusts most badly affected, was still
reporting disruption to services on Monday
and Tuesday, with some surgery and
outpatient appointments cancelled.
A criminal inquiry has been launched by
the National Crime Agency into who was
responsible for the attack.
But Jonathan Ashworth, Labour’s
shadow health secretary, wrote to Jeremy
Hunt, England’s health secretary, urging
him to launch an independent inquiry into
the attack and to assess whether patient
data had been compromised. He demanded
to know why NHS organisations had been
left exposed to attack and what protections
against future cyber-attacks existed.
NHS Digital, the body responsible
for ensuring that organisations meet

security standards, said that most NHS
organisations were running up to date
IT systems, but around 5% were still
using older operating systems such as
Windows XP.
Many commentators were blaming a
lack of oversight of NHS IT systems for
the havoc caused in hospitals. They also
blamed Hunt for the attack because he
signed off a £5.5m deal to end support for
Windows XP systems from April 2015.
In his letter to Hunt, Ashworth wrote
that this action had left trusts “extremely
vulnerable to being hacked.”
Hunt waited four days before
commenting on the attack. He committed
to eliminating all NHS devices that run on
Windows XP by the end of next March.
The BMA’s chair of council, Mark Porter,
said that “inadequate investment” in NHS
IT systems over the years could have let
the NHS’s defences down.
“We need to quickly establish what
went wrong to prevent this happening
again, and questions must also be asked
about whether inadequate investment
in NHS information systems has left it
vulnerable to such an attack,”he said.
Adrian O’Dowd, London
Cite this as: BMJ 2017;357:j2395

Questions have been raised as
to whether the attack was due
to a lack of national oversight
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SEVEN DAYS IN
Surgeon is struck off after three “never events”

A senior surgeon has been struck off the UK medical register for his role in three
surgical “never events” in a two year period.
“A never event is something that should never, ever happen,” Michael Zeigerman,
an expert witness for the General Medical Council, told a medical practitioners’
tribunal in Manchester. “It’s so serious that Jeremy Hunt himself has every single
one of them written in his office—and we have three of them here.”
The three botched operations were the work of Lawal Haruna (left), 59, a specialty
doctor in general surgery at Sheffield Teaching Hospitals NHS Trust. In September
2013, while doing an emergency laparoscopic appendicectomy, he failed to identify
the appendix and removed a fat pad instead. In March 2015, during an open
appendicectomy, Haruna removed a patient’s ovary and fallopian tube instead of the
appendix. Six months after that, in the case of a woman with a cyst on her perineum,
he failed to locate the lesion before she was anaesthetised, but went ahead with the
surgery, the tribunal found, and removed a skin tag instead.
Claire Sharp, chairing the tribunal, said that Haruna’s insight into the incidents
was “superficial at best.”
Clare Dyer, The BMJ Cite this as: BMJ 2017;357:j2359

Medical defence

Negligence payouts are
“too high”

A legal change last March that
increased the cost of clinical
negligence claims is not fit for
purpose, said Christine Tomkins,
Medical Defence Union chief
executive. “The lord chancellor’s
decision to lower the discount
rate has added billions of pounds
to the cost of clinical negligence
and other personal injury claims
overnight. For example, a claim
that we would have paid on
behalf of a GP for £8.4m, is now
likely to settle for £17.5m,” she
said. “The law must change
to require whoever makes the
decision to take into account the
effect on public services like the
NHS and on every citizen.”

BMA manifesto

Public health should be
next government’s priority

The BMA called on politicians
who form the next government
to tackle the public health crisis
as a priority, including tighter
regulation of the food and soft
drinks industries, a minimum
unit price on alcohol, and support
for quitting smoking. The BMA
warned of a “ticking time bomb”
resulting from public health
budget cuts and rising demand.
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It highlighted the government’s
lack of commitment to evidence
based measures to improve
public health, citing the watered
down childhood obesity strategy
and the failure to publish a
new tobacco control plan. For
example, public health budgets
in England face a £400m cut,
down from £3.47bn in 2015-16
to £3.07bn in 2020-21.

Research

“Weekend effect” is due to
patient differences
The “weekend effect” on
mortality arises from patient
level differences at admission
rather than reduced hospital
staffing or services, research in
the Lancet concluded, adding
to evidence that the health
secretary, Jeremy Hunt (below),
was wrong to claim in 2015
that 6000 avoidable deaths
a year occurred and that a
lack of weekend cover by
consultants was a key factor.
The study of more than
half a million
admissions
adjusted for
factors not
considered in
other studies,
including
haematology

and biochemistry tests such as
median neutrophil count and C
reactive protein, the results of
which independently predicted
mortality.

Abdominal pain
Surgical abdomen
was due to sushi

Asking patients
with idiopathic
abdominal pain
whether they have
recently eaten sushi
may help establish a
diagnosis, doctors advised,
after finding that such a patient
had been infected with nematode
parasites of the species Anisakis,
which is found in raw and
undercooked fish. Writing in
BMJ Case Reports, the doctors
suspected anisakiasis in
a 32 year old man after
he revealed that he had
recently eaten sushi.
Symptoms of anisakiasis
can mimic an acute
surgical abdomen. The
man’s symptoms
cleared up after
the larva was
removed from
the man’s
gastric mucosa
with a Roth
Net.

Nurses

Nurses vote to pursue
action over low pay

Delegates at the Royal College
of Nursing annual congress
overwhelmingly backed an
emergency resolution calling
for a summer of planned
protest activity, followed
by an industrial action
ballot, if the next UK
government does
not end its policy of
pay restraint. It came
after a poll of 52 000 of the
college’s members showed that
over 91% would take industrial
action over low pay rises short
of striking, while 78% were
prepared to strike.

HIV

Life expectancy nears that
of general population

The life expectancy of a 20 year
old in Europe or North America
who began HIV treatment from
2008 onwards and had a low
viral load after a year of treatment
may approach that of the general
population (around age 78),
researchers estimated in the
Lancet HIV. From 1996 to 2013
the life expectancy of 20 year olds
treated for HIV increased by nine
years in women and 10 years in
men, they found.
20 May 2017 | the bmj

MEDICINE

PAGERS? DIDN’T THEY GO OUT IN THE
1990s ALONG WITH BRITPOP, NEW
LABOUR, AND GIRL POWER?
While the average spin doctor may no longer
be using a pager to stay on message, actual
doctors still use them in the NHS.

Sweets should be
less sweet, said
Action on Sugar

Sugar

Trump Watch

Confectionery makers should
be forced, like soft drink
manufacturers, to reduce the
sugar in their products to help
tackle childhood obesity and
diabetes, Action on Sugar said.
The soft drinks levy will take
effect next April, but the charity
said that other voluntary action
to reduce sugar in nine food
categories by 20% by 2020,
as urged by the government,
was unlikely. Chocolate and
sweets sold in coffee shops and
restaurants should be included in
the new levy, it said, as they are
often highly calorific.

The Trump administration
expanded the scope of its
executive order cancelling aid to
non-governmental organisations
that provide or “promote”
abortions. The “Mexico City
policy”—referred to as the “global
gag rule” by its critics—has been
a policy of successive Republican
presidents. On 15 May the US
State Department approved a
plan to vastly expand the policy’s
provisions to cover some $8.8bn
(£6.8bn) of funding for HIV/
AIDS, maternal and child health,
malaria, and other areas.

Tax sweets and chocolate
too, charity urges

Breast screening

Second fixed appointment
improves attendance

Women who miss a breast
screening appointment should
be given a second appointment
with a fixed date and time,
a study in Lancet Oncology
concluded. Significantly more
women attended after this
approach (22.3%) than when
“open” invitations asked
women to make an appointment
by telephone (12%). The
study, which was funded by
the NHS Cancer Screening
Programmes and the
Department of Health Policy
Research Programme, found
that offering fixed appointments
had a substantial benefit even
in women who had not attended
a screening appointment in
six years.

SIXTY
SECONDS
ON . . .
PAGERS

US expands anti-abortion
policy

Ebola

New outbreak is suspected
in DR Congo
WHO said that 11 suspected
cases of Ebola virus disease,
including three deaths,
were reported in the
Democratic Republic of
Congo’s Bas-Uele province,
in the northern part of the
country bordering the Central
African Republic. The first
case occurred on 22 April
in a 45 year old man. He
was transported by taxi to
hospital and was dead on
arrival. The driver and a
carer for the first patient
also fell ill and later died.
At present, 25 contacts of
the second patient are being
followed. Of these cases
and deaths, one has tested
positive for Ebola.
Cite this as: BMJ 2017;357:j2363
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ADHD
Men taking drugs
for ADHD had a

38%

lower
risk of a motor
vehicle crash than
those not taking
treatment. Among
women the drugs
reduced the risk

42%

by
(JAMA Psychiatry)

WHY ARE WE TALKING ABOUT THEM?
Vodafone has announced that it is closing
its pager service, after the Competition and
Markets Authority said that it was going
to investigate the company’s decision to
transfer the service to Capita’s PageOne.
WHAT DOES THAT MEAN FOR THE NHS?
A spokeswoman for Vodafone told The BMJ
that, because only 1000 customers use its
pager service, this is unlikely to have much
of an impact. However, the competition
authority was concerned that Capita’s
takeover would mean just one company
offering a pager service, leading to a
monopoly.
ER . . . HASN’T THE CLOSURE OF
VODAFONE’S PAGER SERVICE JUST LED
TO A MONOPOLY?
Let’s not dwell on
that.
WHY DO TRUSTS
STILL USE BLEEP
SERVICES?
Despite widespread
smartphone use,
some say that
pager services are more reliable for things
such as cardiac arrest calls, as they don’t
rely on mobile coverage. However, a
survey of doctors at the Lister Hospital in
Hertfordshire said that pagers were far from
ideal—frequently interrupting patient care,
taking up far too much time, and plagued
by inappropriate use. It said junior doctors
received an average of 60 bleeps a shift.
HOW MANY TRUSTS STILL HAVE A
BLEEP SERVICE?
I did try to contact some trusts, but my
mobile’s battery ran out. I charged it up,
but I’d run out of data. And I tried to send an
email, but there was no wi-fi.
APPROPRIATE USE OF A BLEEP?
A significant change in a patient’s condition.
INAPPROPRIATE USE OF A BLEEP?
Interrupting doctors when they’ve just taken
a quick breather in the middle of a busy shift.
Cite this as: BMJ 2017;357:j2336
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NHS CYBER-ATTACK

GPs resort to pen and paper as IT systems are shut down
A CYBER-SECURITY EXPERT SPEAKS
Mark Mangham, director of Vedette Consulting, a
management consultancy firm that provides advice,
including advice on cyber-security, to various
organisations, told The BMJ that even trusts that had the
latest operating systems such as
Windows 10 but that had not kept
up to date with software updates
known as “patches” would have
been vulnerable to the attack, but
to a lesser degree.
“Organisations that had not
updated their operating systems
had a principal vulnerability,”
said Mangham. “Cyber-security
is not linear and is not a single wall. It is a combination
of different measures, and the rigour and discipline with
which they are applied matches to how the level of cyberrisk that has been delivered is successful or not.
“One of the principal ones [measures] is to have your
patches and your systems up to date. It seems clear that
some of the affected trusts had old systems. It’s not just
a question of being affected or not being affected: it’s a
question of how damaging an initial attack has been.”
Underestimating the importance of cyber-security was
probably an issue in some areas, he added.
The way the government had gone about investing
in cyber-security was also an issue, Mangham added.
He said, “The government have made a great degree of
effort and have apportioned finance to it, but if you look
at what they have mandated, and the standards that they
have put out, and things beyond the advice telling you to
go to an IT company, I wonder if they have been quite as
directive as they might have been.”

Many general practices had no access
to their IT systems over the weekend
because they had been told to shut
down their computers as a precaution,
rather than because they had been
infected by the “ransomware” that
paralysed the IT systems of dozens
of hospital trusts in England and
Scotland.
NHS Digital and NHS England
would not say how many practices in
England had been infected by the virus
that struck on 12 May. In Scotland,
health boards confirmed that a few
practices had been hit by the virus,
including two in NHS Dumfries and
Galloway and two in NHS Grampian.

Back to basics
An NHS Grampian spokeswoman
said that the attacks had had only a
minor impact on the two practices and
that no computer that stored clinical
information had been compromised.
GPs without computer access
told the Royal College of General
Practitioners that they had been told
not to use their computers until IT staff
had installed patches to protect the
system, while some with computer
access reported that the system was
slower than normal.
Irfan Malik, a GP in Nottingham,

said that his practice received a
telephone call from the local clinical
commissioning group telling everyone
to shut down their computers as a
precaution.
On Monday the system was still not
back up, and Malik was not sure when
it would return. “I think the IT teams
are having meetings about putting on
another patch in our systems to secure
it, but there are a lot of practices in
Nottingham so it will probably take
them some time to do that.” He added,
“We are just using pen and paper,
going back to the old system.”
Prescriptions were being written
by hand, and notes made on the old
“Lloyd George” cards, and eventually
this information would need to be put
into the system, said Malik.
Amrit Lamba, a GP principal at a
practice in Colindale, north London,
said: “Around 4 pm, or just after (on
Friday) we got a pop-up window on our
computer screens in the practice from
our IT support team with a very brief
message, something along the lines of
‘please shut your computers down.’”
Lamba said that patients who came
in for blood test results on Friday were
unable to receive them.
“Also, some tests and referrals,
including urgent two-week referrals,

CYBER-SECURITY—A TICKING TIME BOMB?

2001

2011

2014

2015 2016

Microsoft launches
the Windows XP
operating system.

September –

April – The
government warns
NHS leaders that
the government
will not renew the
£5.5m deal with
Microsoft to support
Windows XP beyond
April 2015. A letter
from the Cabinet
Office said that NHS
organisations would
need to migrate from
Windows XP, Office
2003, and
Exchange 2003
by that date.

April –
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The NHS’s National
Programme for
Information
Technology
collapses nine
years and nearly
£10bn after the
ambition for a
“paperless” NHS
was mooted.
Some people have
blamed the transfer
of responsibility
for cyber-security
to individual trusts
at this time for
the latest security
breaches.

Microsoft
stops
supporting
Windows XP
in the NHS.

Nearly a
third (30%)
of NHS trusts were infected
by “ransomware” in the 12
months to November 2016,
according to a freedom of
information survey of 94 of 129
trusts by the cyber-security firm
SentinelOne. Imperial College
Healthcare in London reported
19 such attacks on it in this
time. Tony Rowan, chief security
consultant at SentinelOne, said,
“Public sector organisations
make a soft target for fraudsters
because budget and resource
shortages frequently leave
hospitals short-changed when
it comes to security basics like
regular software patching.”

July – Jeremy Hunt is

warned of a worrying “lack
of understanding of security
issues,” by the Care Quality
Commission and Fiona
Caldicott, the national data
guardian, according to the
Times. The CQC and Caldicott
said that “the external cyberthreat is becoming a bigger
consideration” and
suggested a
13 point plan
to improve
cyber-security,
including the
replacement of
obsolete IT systems
“as a matter of
urgency.”
20 May 2017 | the bmj

WHY BLAME SCANNERS?
Some people have partly blamed outdated scanners used
in the NHS for the extent of the cyber-attack. Because
most NHS MRI and CT scanners have an average age of
about 10 years, they rely on software from that time.
Speaking on BBC Radio 4’s Today programme on
15 May, Chris Hopson, chief executive of NHS Providers,
said, “The reason why organisations are still using
Windows XP is partly because we are using highly
sophisticated technology that is usually in collaboration
with third party suppliers, and we want to get the full
life out of them.”

“We are just
using pen and
paper, going
back to the old
system”
—Irfan Malik,
GP, Nottingham

could not be requested that afternoon,
because they can now only be made
electronically and not by fax,” Lamba
added. The practice computers were
back on on Saturday so reception staff
were able to action the referrals “pretty
much within 12 hours.”
However, Lamba said that general
practice would need to do more in
future to prepare for such attacks, as
this time most information was passed
by word of mouth.
Though general practice does
have protocols for how to act in cases
of computer failure, he said, “most
contingency plans in general practice
have a neighbouring practice they
would be able to buddy up with,
whereas if everyone was affected
where do you go for support?”
Ingrid Torjesen, London
Cite this as: BMJ 2017;357:j2377

2017
November – The National Audit Office

warns that the Department of Health has
“transferred funding for capital to funding for
day-to-day spending” to help manage the
NHS’s financial position but that this could
put the sustainability of services at risk. It
said, “In February 2016 the department
transferred £950m of its £4.6bn budget for
capital projects, such as building works and
IT, to revenue budgets to fund the day-to-day
activities of NHS bodies.”

December –

The software firm
Citrix said that
90% of hospitals
still had machines
running on
Windows XP.

the bmj | 20 May 2017

March – Microsoft 12 May – NHS
issues a critical note
to NHS organisations
warning them that
newer versions
of Windows were
vulnerable to security
breaches.

10 May
– BMJ article

(2017;357:j2214)
warns that increasing
numbers of NHS
hospitals will be hit by
ransomware.

organisations are
hit by a ransomware
attack, along with an
estimated 200 000
bodies in at least
150 countries. More
than 45 NHS bodies
are affected. The
software, called
Wann Decryptor or
WannaCry, stops the

computer working and
displays a message
demanding a ransom
(typically $300 per
computer) to unlock it.

14 May –

Microsoft announces
that it would be taking
the “highly unusual”
step of providing a
security update for
customers using older
Windows platforms,
including XP. The
free patch
only works on
uninfected
computers.

15 May – Hunt tells the
BBC that 95% of NHS services
were up and running and that
80% of services were not
affected by hacking. He said
that less than 5% of computers
used in the NHS now relied on
Windows XP, down from 20%
18 months ago.
15 May – NHS Digital
issues guidance for NHS on
protecting against cyberattacks (http://bit.ly/2riz2Xd).
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Generations divided on whether
today’s training is up to the job
A new study finds a generational split in attitudes to the quality of current
medical training. Matthew Limb reports

J

unior doctors are
increasingly satisfied with
the training they receive,
but many senior doctors
think that current training is
inadequate, a study has found.
A team from Oxford University
analysed how different generations
of UK doctors view the quality of
their training. The researchers
found that only 16% of all juniors
surveyed thought that they had had
to perform clinical tasks for which
they felt inadequately trained. Of
the most recent cohort (2012), the
proportion who agreed had fallen
to 12%.
However, 38% of senior doctors
working in UK hospitals said that

“There may
be a feeling
that ‘younger
people of
today are
not as well
prepared as we
were’”

they did not think that specialty
training enabled new consultants to
practise adequately, and only 21%
said they thought it was sufficient.
Of practising senior GPs, 28% said
that they did not think that general
practice training was adequate for
those taking up posts in general
practice, while 41% said they
thought that it was adequate.

Rose tinted view
Trevor Lambert, one of the authors,
told BMJ Careers, “There may be
a feeling that ‘younger people of
today are not as well prepared as we
were.’ It could be a sort of rose tinted
view of their own training. But there
could be an element here of concern,

because some of these seniors will
still be actively involved with training
juniors.”
The researchers said that it
was not clear whether the survey
responses reflected actual levels of
clinical experience, an element of
“generational bias,” or an expression
of the need for training to be adapted
to tackle deficiencies. They also
pointed out that many changes have
taken place in the UK over the past
decade that may have affected the
training doctors receive.
Lambert said that the study had
identified some areas of progress
in medical training. “Overall, it’s a
positive picture, I think, with caveats
in one or two areas,” he said. “The

SIMON STEVENS USES ART TO SIDESTEP PURDAH
At the King’s
Fund’s annual
conference on
leadership and
management
last week, NHS
England’s chief
executive,
Simon Stevens,
found an
innovative way
to deal with
the challenge
of discussing
the next steps
for the health
service within
the restrictions
of pre-election
purdah

1

Intentional
dullness

Stevens began by saying sorry. “I
apologise that your conference has fallen
during one of our annual major political
events in this country, with general
elections, referenda, and so forth,” he
said. “As a result, I will intentionally try to
be dull, as against doing so inadvertently,
which many of you experience frequently.”
He went on to explain his plan to work
around the restrictions of purdah.

2

Social
care

“Obviously there are certain things
that need to be said that can’t be. So
what I thought I would try to do is use
subliminal messages such that I can’t be
interpreted [as commenting] on some
of the big issues facing the nation,”
Stevens said. “Here is Whistler’s Mother.
I say no more, other than that in the
debate about health and social care
there is still unfinished business. We
know that, and it’s good to see those
questions being addressed.

3

Bringing
coherence

“Part of what we’ve been doing in the
NHS over several years is bringing
coherence to the change agenda,”
he said. “I make no observation on
the following pictures which also
sprang to mind.” Then flashed up
one of Jackson Pollock’s abstract
drip paintings, work that was once
described as “mere unorganized
explosions of random energy, and
therefore meaningless.” He followed
that with a Piet Mondrian image.

Cite this as: BMJ
2017;357:j2364
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good news is that the more recent
[first year doctors] seem to report
a better, more positive view of the
quality of their training in the first
year than their predecessors.”

Shorter training
Lambert said that shorter training
periods might be a factor in lower
levels of experience among doctors
but that further research would be
needed to examine whether that was
significant in any clinical sense. The
researchers concluded that it was for
educators “to consider whether any
adverse effects of recent changes to
postgraduate training programmes
can be minimised by further changes
to educational delivery.”

4

Partnership
working

5

International
relations

The study was carried out by the
UK Medical Careers Research Group
at Oxford University’s Nuffield
Department of Population Health.
It analysed the views of doctors at
three stages: junior doctors towards
the end of their first year after
qualifying; middle stage doctors
about 12 years after postgraduate
qualification; and experienced
senior doctors in their 50s or 60s.
A total of nearly 19 000 doctors
who graduated between 1974 and
2012 responded to eight different
cohort surveys conducted between
2010 and 2014.
A third (36%) of trainees towards
the end of their first year of medical
training agreed that in their first year
“training was of a high standard,”
while 21% disagreed and 43%
neither agreed nor disagreed. Most
(83%) “middle stage” doctors agreed
that their training had been “long
enough and good enough” to enable
them to practise adequately when
they first became a consultant or GP.
Matthew Limb is a freelance journalist, BMJ Careers
Cite this as: BMJ 2017;357:j2374

“And of course there’s partnership working, as advocated by STPs [sustainability
and transformation partnerships],” he said, before showing Henri Matisse’s Dance.

“All of which is refracted through,
obviously, a big international
debate about our future
relations,” he said, showing an
image of Pieter Bruegel’s The
Tower of Babel. “Those are the
subliminal messages over,” he
concluded. “I think I’m clear of the
purdah restrictions on that one.”

FIVE MINUTES WITH . . .

Suzy Jordache
If burnout is not tackled, the NHS will fail,
says the MPS’s lead on communication for
doctors at increased medicolegal risk
“Burnout is a triad. I think we understand emotional
exhaustion, and perhaps the depressive feeling of low
personal accomplishment, but it’s depersonalisation that
has really stretched us. This is when doctors are struggling
just to survive and they have to keep the patients at arm’s
length. Patients hate this—they feel it, they don’t like it,
and it means that the medicolegal risk to the doctor goes
up, because there is no connection and less trust. Making
it safe again for the doctor to reconnect with patients is
really what we’re talking about.
“What I see in doctors suffering from burnout is lack of
eye contact, lack of smiling, closed body language, lack of
listening, telling patients what to do rather than entering
into shared decisions. Those behaviours are the opposite
of good medical practice in the 21st century, but they are
all designed to just keep the doctor surviving.
“Because burnout is so normalised in medicine it is not
stigmatised. A lot of people will talk
about it if they are given a chance and
look for answers and help. Others
won’t, and they are a much more
difficult group to work with. Where the
insight is not there—the doctor is in
survival mode but doesn’t recognise
it—it takes some quite skilled work to
try to get that insight generated.
“If you recognise that you are not
BECAUSE
looking forward to work, you can’t bear BURNOUT IS SO
the thought of seeing another patient— NORMALISED
those for me are big warning signs of
IN MEDICINE
burnout. You just need to take a step
IT IS NOT
back and find the little things that might STIGMATISED
make a difference. It is about making
sure that you are hydrated, you eat before you go to work,
and you take breaks. I can’t believe that I am saying this in
the 21st century, but I meet doctors all the time who don’t
do these things, and they are burning out faster and faster.
“We’re at a point now in healthcare where it is as normal
to be burnt out as not. Unless, organisationally, we really
grab this and change the way that we do business, every
patient is more likely to experience a doctor who cannot
care or connect, and I don’t want to be that patient. It
doesn’t have to be a complete redesign or to cost any
money: it’s an attitude. It’s respect for doctors that is
missing in the system, respect for nurses, and a respect
for anybody working in the system.
“We have to tackle this otherwise the whole thing is
going fail.”
Tom Moberly, BMJ Careers
Cite this as: BMJ 2017;357:j2371

Suzy Jordache is senior medical educator, Medical Protection
Society
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THE BIG PICTURE

Monsters and angels
The closeted gay lawyer Roy Cohn, who has
AIDS and is dying, is nursed by Belize, a
former drag performer, in a sell-out new stage
production of Tony Kushner’s 1991 play Angels
in America.
This two part Pulitzer and Tony prize winning
epic documents the emergence of the HIV
epidemic and its effect on gay and bisexual men
in the 1980s. Frank, funny, and tender, this
elaborate show is rich in metaphor, subplots,
and special effects, and its characters include
ghosts and angels.
Cohn’s character was based on the real life
lawyer of the same name who was chief counsel
to Senator Joseph McCarthy. In Angels Cohn
insists that he isn’t homosexual—he’s simply a
straight guy who has sex with other guys. And
his AIDS is actually liver cancer. Cohn kept his
infection secret, used his powerful connections
to obtain the experimental antiretroviral drug
zidovudine, but died from complications related
to AIDS in 1986.
A quarter of a century on, HIV is no longer
an automatic death sentence. In 2015 an
estimated 101 200 people in the UK had HIV
infection, according to Public Health England,
with 13% unaware. More than half of new
diagnoses in 2015 (3320 of 5680) were in men
who have sex with men.

Angels in America: A Gay Fantasia on National Themes is sold
out at the National Theatre in London until 19 August. It will be
broadcast to cinemas worldwide, part 1 on 20 July and part 2 on
27 July (http://ntlive.nationaltheatre.org.uk)

Richard Hurley, The BMJ
Cite this as: BMJ 2017;357:j2394

the bmj | 20 May 2017 											

295

EDITORIAL

LUCY YOUNG/REX/SHUTTERSTOCK

Expert
witnesses:
stuck
between
the courts
and the GMC
Beware the majority
opinion

D

ecisions about the
reliability of all expert
witnesses should
be left to the courts,
but the General
Medical Council currently exercises
an unacceptable level of control
over medical expert witnesses.
The problem was highlighted in
the recent case of the paediatric
neuropathologist Waney Squier
(above).1 Shaken baby syndrome
describes a hypothesis to explain
a triad of thin layer subdural
haematomata, retinal haemorrhages,
and encephalopathy in babies whose
carers are being investigated for
possibly inflicting intentional injury.
Most doctors prepared to give evidence
on the syndrome believe in the
hypothesis, although there is little or
no scientific support for this belief.2
Squier was struck off the
medical register for dishonestly
giving evidence in cases of alleged
shaken baby syndrome after she
expressed doubt that the forces from
shaking were sufficient to cause the
syndrome. A panel of the Medical
Practitioner Tribunal Service found
she had dishonestly gone beyond her
expertise. The High Court on appeal
quashed the finding of dishonesty on
the charges brought by the GMC and
restored her name to the register.3
Other medical experts in the cases
reviewed in the Squier case were not
similarly censured for saying that
the forces of shaking are sufficient
to cause the triad, although such
biomechanical evidence was beyond
their expertise too.
296

The problem was
highlighted in
the recent case
of the paediatric
neuropathologist
Waney Squier
(above)

Michael J Powers, fellow
of the faculty of forensic
and legal medicine,
Clinical Negligence
Group, Clerksroom,
Taunton
powersqc@icloud.com

Circular argument
Those who transgress the boundary
of expertise but stay with the
conventional view are unlikely to
attract GMC scrutiny or censure.
The logic seems to be that an
“acceptable” opinion emanates from
a relevant knowledge base, whereas
an “unacceptable” opinion does not.
Notwithstanding that “the
boundary line between a proper
explanation of support or doubt
and trespassing impermissibly
outside the expertise of the
witness is imprecise and difficult
to identify in any particular case,”1
the GMC effectively uses the threat
of disciplinary proceedings to
control both who can provide
evidence and the content of the
opinion itself. Experts expressing a
minority opinion either do not have
relevant knowledge or the opinion
is otherwise beyond their expertise.
Unconventional opinions are
therefore more likely to be deemed
over the boundary line that the GMC
chooses to set.
The court controls the
admissibility of expert evidence
through well established rules
and criteria. Whether evidence is
“expert” or not is a matter of fact for
the court to determine—although
it may not be able to determine the
range and depth of expertise without
hearing the evidence of other
experts.
In the criminal courts it is spelt
out that when considering the
reliability of expert scientific
opinion, the court should be on the

alert for flaws detracting from its
reliability.5 Red flags would include
experts espousing a hypothesis
that has not been subjected to
sufficient scrutiny (including, where
appropriate, experimental or other
testing) or that has failed to stand
up to scrutiny.
Experts, medical or other, failing
in their responsibilities will find
themselves censured by the court
and their evidence dismissed.
Although lay members now
comprise the majority of GMC
disciplinary tribunal panels, the
dictum of the Court of Appeal in
2006 that the court should decide
who qualifies as an expert in a
given area remains good. It is the
judges who set the standards that
they require of the expert witnesses
appearing before them, and it is
they who are best placed to evaluate
whether and to what extent an
expert witness falls below those
standards.6
The GMC’s interest in controlling
expert witnesses is resulting in fewer
doctors coming forward to assist the
courts when doing so places them
at risk of GMC action. As the Squier
case shows, this is having an adverse
impact on the administration of
justice. Save for wholly exceptional
cases, the GMC should leave the
question of whether an expert has
transgressed the boundary line of
his or her expertise to the court in
which the evidence is given.
Cite this as: BMJ 2017;357:j2034
Find the full version with references at
http://dx.doi.org/10.1136/bmj.j2034
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Cybersecurity is
fundamental to
patient safety
The NHS must build resilience
against future cyber attacks

T

he global WannaCry
ransomware attack has
had a disproportionate
effect on the UK healthcare
sector, highlighting the
poor state of cybersecurity in the NHS
and the failure to recognise it as a
fundamental matter for patient safety.
It is not yet clear exactly how
many organisations in the NHS have
been affected, or to what extent. It’s
reported that around 50 trusts were
directly affected, some severely so.
Many more hospitals pre-emptively
shut down computer systems,
substantially escalating the effect of
the attack. Either way, the outcome
was an unprecedented disruption
of clinical care that compromised
patient safety and caused a
potentially dangerous erosion in
public trust of electronic health
records and the NHS. The fact that
we are unable to accurately measure
the effect of this attack is a further
indictment of the failings in NHS
cybersecurity.
One certainty in cybersecurity
is that there will be more attacks,
and some will succeed. So why was
the NHS so severely affected, and
how can we reduce the likelihood
and impact of future attacks? The
cyberthreat to healthcare is not a new
phenomenon. There have been many
recent publicised attacks around
the world, including the Hollywood
Presbyterian Medical Center, the
Australian Red Cross Blood Service,
and two NHS trusts—Lincolnshire
and Goole and Barts Health.4-6 The
health secretary, Jeremy Hunt, was
the bmj | 20 May 2017

warned last year by the Care Quality
Commission and the national
data guardian, Fiona Caldicott,
of the cyber risks to the NHS7;
these warnings have gone largely
unheeded.

Time bomb
Cyber risk has three elements:
threat, vulnerability, and impact.
Regular and secure backup means
lost or encrypted data can be easily
replaced, greatly reducing the
effect. However, effective mitigation
against cyber risk requires long term
investment in infrastructure and
people.
The implicit approach of the UK
government and NHS leadership over
a long period has been to ignore the
chronic risk of cyber security. This
has resulted in a prolonged time at
risk, akin to a ticking time bomb.
Many NHS trusts are still using
Windows XP, which has not been
secure since the government chose
not to extend the £5.5m support
deal with Microsoft in 2015,8 while
around £1bn of infrastructure
funding that supports IT has been
transferred to prop up everyday
activities.9 Many NHS organisations
spend as little as 1%-2% of their
annual budget on IT, compared with
4%-10% in other critical sectors, with
only a small proportion of that going
on security.10
Effective cybersecurity also
requires good governance. The
multistranded response to this
latest incident—in which Hunt has
remained largely quiet—underlines

Lack of
clarity over
governance
results in
the buck
being passed
from one
organisation to
another
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the extremely fragmented governance
of cybersecurity in the NHS. This is a
core issue underpinning the recent
attack and affects healthcare more
profoundly than other critical sectors
such as financial services, energy, or
central government.
Lack of clarity over governance
results in the buck being passed from
one organisation to another—NHS
Digital, National Cyber Security
Centre, Department for Health, NHS
Trusts—with no clear accountability
at a national level for managing what
is self evidently a national problem.
Merely repeating the mantra that
the government has invested £1.9bn
in cybersecurity will not remediate
today’s problems, or give assurance
that the NHS will be better placed to
protect itself in future.
The cybersecurity threat to
healthcare is an unavoidable new
reality. The recent attack, while
hugely disruptive, could have been
much worse: malware can easily
be equipped to erase or alter data,
and an attack by a country during
a conflict may have an even greater
impact. The NHS must reduce its
vulnerability and build resilience as a
matter of urgency. The digitalisation
of healthcare is unquestionably the
future, but this transformation needs
a grown-up and credible strategy
that considers the risks and the
benefits; effective cyber security is a
fundamental prerequisite for patient
safety. This attack is a wake-up call.
Cite this as: BMJ 2017;357:j2375
Find the full version with references at
http://dx.doi.org/10.1136/bmj.j2375
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Critical thinking in health and education
It’s just one skill crucial to evidence based practice, write Jonathan Sharples and colleagues, who
see exciting opportunities for cross sector collaboration

I

magine you are a primary care
doctor. A patient presents with
acute, atypical chest pain.
Immediately you consider the
patient’s sex and age, and you
begin to think about what questions to
ask and what diagnoses and diagnostic
tests to consider. You will also need to
think about what treatments to consider
and how to communicate with the
patient and other healthcare providers.
Some of this will be done reflexively,
with little explicit thought, but caring
for most patients also requires you to
think critically about your next steps.
Critical thinking, the ability to think
clearly and rationally about what to
do or what to believe, is essential in
medicine. Few doctors are likely to
argue with this. Yet, until recently,
the General Medical Council (GMC)
and similar bodies in North America
did not mention “critical thinking”
in their standards for licensing and
accreditation,1 and critical thinking is
not explicitly taught or assessed in most
health professional curriculums.2
Moreover, although more than
2800 articles indexed by PubMed
have “critical thinking” in the title
or abstract, most are about nursing.
We argue that it is important for
clinicians and patients to learn
to think critically and that the
teaching and learning of these skills
should be considered explicitly.
Given the shared interest in critical
thinking with broader education,
we also highlight why healthcare
and education professionals and
researchers need to work together
to enable people to think critically
about the health choices they make
throughout life.
Critical thinking encompasses a
broad set of skills and dispositions,
including cognitive skills (such
as analysis, inference, and self
regulation); approaches to specific
questions or problems (orderliness,
diligence, and reasonableness); and
298

approaches to life (inquisitiveness,
concern for being well informed, and
open mindedness).4
A growing body of evidence
highlights that critical thinking skills
can benefit academic outcomes as well
as wider reasoning and problem solving
capabilities.5 In medicine, increasing
attention has been paid to “critical
appraisal” in the past 40 years. Critical
appraisal is a subset of critical thinking
that focuses on how to use research
evidence to inform health decisions.7‑9
The need for critical appraisal in
medicine was recognised at least 75
years ago,10 and critical appraisal has
been recognised for decades as an
essential competency for healthcare
professionals.11 The GMC’s Good
Medical Practice guidance includes the
need for doctors to be able to “provide
effective treatments based on the best
available evidence.”12
If patients and the public are to make
well informed health choices, they
must be able to assess the reliability
of health claims and information.
This is becoming increasingly
important as patients take on a
bigger role in managing their health,13
while needing to cope with more and
more health information, much of
which is not reliable.14‑17

If patients
and the public
are to make
well informed
health
choices, they
must also be
able to assess
the reliability
of health
claims and
information

goes beyond simply completing tasks
to creating deeper understanding of
learning processes. As such, the “critical
thinking gap” between children from
disadvantaged communities and more
advantaged peers requires attention as
early as possible.
Strategies for teaching students to
think critically have been evaluated
in health and medical education.23
These studies suggest that in the
absence of explicit critical thinking
teaching, important deficiencies
emerge in students’ ability to make
sound judgments. Many medical
students
score poorly on
tests that

Teaching critical thinking
Although critical thinking skills are
given limited explicit attention in
medical education, they are included
as a key competency in many countries’
frameworks for national curriculums
for primary and secondary schools.18
Nonetheless, much health and science
education, and education generally,
still tends towards rote learning,19 20
although the ability to think critically
is an essential life skill. The capacity to
think critically is, like a lot of learning,
developed in school and the home:
parental influence creates advantage for
pupils who are encouraged to think and
talk about what they are doing. This
20 May 2017 | the bmj

measure the ability to think critically,
and the ability to think critically is
correlated with academic success.24 25
Evaluations of strategies for
teaching critical thinking in medicine
have focused primarily on critical
appraisal skills as part of evidence
based healthcare. An overview of
systematic reviews of these studies
suggests that improving evidence
based competencies is likely to require
multifaceted, clinically integrated
approaches that include assessment.26
Informed Health Choices, an
international project to improve
decision making, shows the benefits
and opportunities of collaboration
between education and health.27 It
has worked to develop a curriculum
and learning resources for critical
thinking about any action claimed to
improve health. It aims to
develop, identify, and
promote the

Much health
and science
education still
tends towards
rote learning,
although the
ability to think
critically is an
essential life
skill

̻̻On 22 May,
the Education
Endowment
Foundation is
cohosting an event
with the Royal
College of Paediatrics
and Child Health
that will focus on
critical thinking and
appraisal skills.

use of effective learning resources,
starting at primary school, to help
patients, health professionals,
citizens and policy makers to make
well informed choices and decisions.
The project has drawn on
education approaches, including the
development of a “spiral curriculum,”
measurement tools, and the design of
learning resources. A spiral curriculum
begins with determining what people
should know and be able to do, and
outlines where they should begin
and how they should progress to
reach these goals. The basic ideas are
revisited repeatedly, building on them
until the student has grasped a deep
understanding of the concepts.28 29 The
project has also drawn on educational
research and methods to develop tools
for measuring the extent to which the
goals have been achieved.30‑32
The development of resources to
teach these skills has been informed
by educational research, including
educational and motivational
psychology, and research and
methods to develop learning
games.33‑35 It has also built on the
traditions of clinical epidemiology
and evidence based medicine to
identify key concepts required to
assess health claims.29
It is difficult to teach critical
thinking abstractly, so focusing on
health may have advantages beyond
the benefits of increasing health
literacy.36 Nearly everyone is interested
in health, including children, making
it easy to engage learners. Although
the project evaluation focuses on
outcomes relating to appraisal of
treatment claims, if the intervention
shows promise the next step could
be to explore how these skills
translate to wider contexts and
outcomes.
Exciting opportunities for
cross sector collaboration are
emerging. Critical thinking is a
useful example, but other themes
cross the education and healthcare
domains, including nutrition,
exercise, educational neuroscience,
and mental health.
Several common methodological
and conceptual issues also provide
opportunities for sharing innovations
and learning from mistakes and
successes. For example, discussions

hosted by the Education Endowment
Foundation, the government’s What
Works Centre for education, are
exploring how methods to develop
guidelines in healthcare can be adapted
and applied in education.
Similarly, the foundation’s universal
use of independent evaluation for
teaching and learning interventions is
an approach that should be explored,
adapted, and applied in healthcare.
Because the development and
evaluation of educational interventions
are separated, evaluators have no
vested interested, all results are
published, and bias is reduced. By
contrast, industry sponsorship of
drug and device studies consistently
produces results that favour the
manufacturer.37

Beyond critical thinking
Another example of joint working
between educators and health is the
Centre for Evidence Based Medicine
which coordinates Evidence in School
Teaching (Einstein), a project that
supports introducing evidence based
medicine as part of wider science
activities in schools.39 It aims to
engage students, teachers, and the
public in evidence based medicine
and develop critical thinking to
assess health claims and make better
choices.
Collaboration was also important in
the development of the Critical Thinking
and Appraisal Resource Library (Carl),40
a set of resources designed to help
people understand fair comparisons of
treatments. An aim of Carl is to promote
evaluation of these critical thinking
resources and interventions, some of
which are under way at the Education
Endowment Foundation.
Doctors, teachers, researchers,
patients, learners can all benefit from
working together to help people to
think critically about the choices
they make. Events such as the global
evidence summit this September
(https://globalevidencesummit.org) can
help bring people together to build on
current international experience.
Jonathan M Sharples, Jonathan.Sharples@
eefoundation.org.uk, Andrew D Oxman,
Kamal R Mahtani, Iain Chalmers, Sandy
Oliver, Kevan Collins, Astrid AustvollDahlgren, Tammy Hoffmann
Cite this as: BMJ 2017;357:j2234
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FEATURE

A

lmost a year after
the UK voted to
leave the European
Union it is still
unclear how
Brexit will affect the country.
The government has played its
negotiating cards close to its
chest, though if the Conservatives
win the general election the signs
are that the prime minister will
pursue a hard Brexit. Theresa
May has already indicated that
she wishes to leave the single
market and to break ties with
the European Court of Justice.
Other parties are taking a softer
line, with the Liberal Democrats,
the Scottish National Party, and
Labour stating they wish to stay
in the single market. So how will
a soft or hard Brexit affect health?
Anne Gulland, freelance journalist,
London
agulland@bmj.com
Cite this as: BMJ 2017;357:j2338
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SOFT BREXIT

Your vote on 8 June could
affect whether the UK
pursues a “hard” or “soft”
Brexit. Anne Gulland
looks at how each option
might change healthcare

HARD BREXIT

Your vote
counts:
how will
a soft or
hard Brexit
affect
health?

PUBLIC
HEALTH

2

RECIPROCAL
HEALTHCARE
COVERAGE

Before the referendum many Remainers
trumpeted the EU’s positive influence on
public health through laws on air quality,
drinking water, and food standards. The
UK is also a member of the European
Centre for Disease Prevention and
Control, which coordinates European
action in the event of a disease
outbreak, and it is unclear whether that
membership would continue once the UK
left the EU. If the UK joined the European
Economic Area after Brexit it would
become an observer on the centre’s
management board and
advisory forum. If it decided not
to join the EEA but still wanted
to participate the UK would have
to adopt and “apply legislation of
equivalent effect to EU legislation on
communicable diseases,” the centre
stated last year.

Many EU residents carry a
European Health Insurance Card,
entitling them to free healthcare
when they go abroad for leisure,
work, or to live. However, it is those
pensioners who have chosen to
settle in countries such as Spain
who are most concerned about
the loss of reciprocal healthcare.
Health policy researcher Nick
Fahy says, “If we’re aiming for
an agreement based on the
Norway version you could expect
some reciprocal healthcare
arrangements
to be
negotiated.”

Peter Roderick, a barrister and principal
research associate at the Institute
of Health and Society at Newcastle
University, says that, from a legal point
of view, negotiations to leave the EU
are not that important. It is how the UK
government applies the hundreds of EU
directives that have become law that will
be important. He is particularly concerned
about the loss of the precautionary
principle, which means that any action
affecting health and the environment
should be assumed to be harmful unless
known otherwise. Roderick is concerned
that a Conservative government may
scrap it. The environmental protections
the EU has introduced on air
quality, water quality, and food
safety would be under threat
without the principle, says
Roderick. “If there was a law
that industry was happy with but
the public health community
were concerned about they
would not be able to use the
precautionary principle as an
argument because it would no
longer apply,” he says.

England’s health secretary
Jeremy Hunt told the health
select committee that it is
“perfectly possible” to come
to an agreement on the
continuation of reciprocal
healthcare rights “but it is not
possible to predict the outcome
of the negotiations.” However,
Martin McKee, professor of
European public health at the
London School of Hygiene and
Tropical Medicine, told the same
committee that without access
to the European Court of Justice
it is difficult to see how this
could continue
“until you
have resolved
the issue of
the evolution
of the EU
policy in the
future and
the dispute
resolution
process.”
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DRUG
REGULATION

4

HEALTH
WORKFORCE

Through its membership
of the European
Medicines Agency—
currently headquartered
in London but seeking
a move to another city on the continent—the UK
has access to the single marketing authorisation
scheme, meaning that companies have to
go through just one approval process before
launching their drugs in Europe. Labour’s Keir
Starmer (above) says that the party will “seek to
maintain membership of or equivalent relations
with” a range of European organisations,
including the EMA. Nick Fahy, senior researcher
in health policy at Oxford University and special
adviser on Brexit to the health select committee,
said that the soft Brexit approach pursued by the
main opposition parties could be interpreted
as meaning that the UK would remain part of
the European Economic Area and end up with
a Norway style arrangement with the EU. “If
we remain in the single market for good then
we could retain membership of the current
pharmaceutical licensing practices,” he said.

EU leaders have said that the UK cannot
cherrypick which rights it wishes to retain,
and so it is unclear how a government could
remain a member of the single market without
retaining rights to free movement of people.
Labour has conceded that free movement
of people will have to end, despite saying
that immigration will not be at the centre of
its Brexit negotiations. However, Labour’s
spokesman on leaving the EU, Keir Starmer,
has said that on day 1 of a Labour government
it would “immediately guarantee” that all
nationals of other EU countries who are
currently living in the UK—including the
30 000 doctors whose primary medical
qualification is from an EU country other
than the UK—will see no change in their
legal status as a result of Brexit. It will also
seek reciprocal guarantees for UK citizens in
mainland Europe.

Theresa May
wants to give up its
membership of the
EMA, leaving the UK
with various options
on drug licensing.
Some countries that
do not have their
own systems have
adopted an approach
that follows the
licensing policies
of the United States
and EU. “I can’t see the health committee or
other bodies being happy to hand over licensing
medicines to bodies outside the UK,” says Fahy.
The UK could create its own licensing system,
which would be a costly and lengthy exercise.
Cutting ties with the EMA would also mean that
the UK would no longer be an attractive place
to launch new drugs, as it would lose its status
as a stepping stone to the rest of the European
market. Fahy predicts that new drugs will take
longer to come to the UK. “Companies would
launch drugs in America and Europe and then in
the UK some time after that,” he says. “Patients
will not be happy about waiting for new drugs.”

The Conservatives have given no clear
guarantees to EU workers, though May wants
to ensure that the “brightest and the best”
are attracted to work in the UK. Jeremy Hunt,
told the health select committee in January
that Brexit was a moment of “change and
opportunity” for the health service and would
enable tighter professional regulation, such
as more in-depth language testing. A report
by the Institute for Public Policy Research
identifies six main options for migration
between the UK and the EU. Commenting
before the publication of the Conservative
Party’s manifesto, Marley Morris, the report’s
author, said that the government was most
likely to favour one of two options, with a
preferential system for EU nationals or controls
on EU migration and free movement for others.
Marley says, “The government should aim to
seek an agreement with the EU that continues
free movement for workers in key parts of the
economy but not others. If
that’s not negotiable, the
other option is to think
how you could have
temporary controls
on EU immigration.”

5

RESEARCH
COLLABORATION

Before last year’s referendum
scientists highlighted the importance
of cross border collaboration and EU
funding to UK research. A House of
Lords report highlighted the funding
the UK receives from the EU. Between
2007 and 2013 the UK contributed
£5.4bn to Europe’s research,
development, and innovation
activities but got back £8.8bn in
research grants. Labour has said
that the UK will continue to be part of
Horizon 2020 (the EU’s key research
grant programme) and any successor
programme and that it would
welcome research staff from the EU.

In its white paper on Brexit the
government devoted a chapter to
research and innovation, urging
researchers to continue to bid for
Horizon 2020 funding and promising
to underwrite the payment of the
awards, even if they continued
beyond the UK’s departure from the
EU. The government also said it would
“welcome agreement” to continue
to collaborate with “our European
partners on major science, research,
and technology initiatives.” The
EU offers “associated country” and
“non-associated country” status to
countries that wish to participate in
EU programmes but are not members
of the EU.
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DRUG REGULATION

Keeping track of adverse
drug events post-Brexit
Brexit has serious consequences for drug regulation and pharmacovigilance, but as Nigel Hawkes
reports, little thought seems to have gone into limiting the damage

M

any people were surprised
when they woke on 24 June
2016 to find the UK had
voted to leave the European
Union, but few were as
shocked as those whose job it is to license
drugs and keep track of their adverse effects.
The vote meant that the European Medicines
Agency would have to relocate from London
and that UK pharmacovigilance specialists
faced an uncertain future.
In the big political picture, these are
footnotes. There are, remarked Saad Shakir,
director of the Drug Safety Research Unit,
at a forum the unit held in London on 26
April, probably 100 other niche areas of
professional life where Brexit will impose
changes as large or larger. But in the clamour
over trade deals, immigration, and the role
of the European Court of Justice, the small
corners risk being forgotten.
“It would be a total waste—and, bluntly,
wrong—to move away from the system
that has been created,” he said.
“Whatever complaints people
may have about the
EU, nobody

Whatever complaints people
may have about the EU,
nobody seriously complains
about medical regulation and
pharmacovigilance
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seriously complains about medical regulation
and pharmacovigilance. It may need a little
tweaking here and there, but there are no
major criticisms. We shouldn’t be trying to fix
a system that isn’t broken.”

Uncertainty
The group with the most to lose are the so
called qualified persons in pharmacovigilance
(QPPVs). “Save the QPPVs” may be a rallying
cry that fails the test of public recognition
even in medical circles, but to the people
concerned the threat is existential. The system
set up to monitor the adverse effects of drugs
in Europe is a creature of the EU, with all its
attendant rules. The relevant directive obliges
all companies to employ a QPPV, either on the
staff or under contract.
The majority of the QPPVs in the EU work
in the UK. No proper count exists, but Vicki
Edwards, who does the job for the drug
company AbbVie, told the forum that there are
probably more than 500 of them in Britain.
“The directive says that pharma companies
are obliged to have a QPPV ‘who shall reside
and work in the European Union,’” she said.
“So what about those who live in the UK? Will
our roles be terminated? I’ve been
a QPPV for 12 years and had a
very varied career, with
never a dull moment.
Could my career be
taken away? The
Brexit vote was a
shock to me and I
could hardly believe
it.”
The shock
was just as great
for the 850 people
who work at
the EMA
headquarters
in Canary
Wharf. Thomas
Lönngren, a
former executive
director of the EMA, told the
forum that he expected half of them to

quit when the EMA departs. “For the EU the
impact will be huge and damaging,” he said.
“The EMA has been one of its most successful
agencies.”
He foresaw a political battle over its new
location. “There’s a long queue—Sweden,
Denmark, Hungary, France, and several
others have declared an interest. It’s got to be
somewhere close to an international airport
with daily flights to European capitals. The
commission will make a shortlist, and the
heads of state will decide. I hope they will
reach a sensible decision.”

Reinventing the wheel
The future relationship between the UK and
the EMA remains unclear. There is good will
on both sides, Shakir said, but will that be
enough? Virginia Acha of the Association
of the British Pharmaceutical Industry was
downbeat. “It’ll all work out, people say, but
how?” she asked. “New systems take decades
to put in place. We need the government to
be a bit more vocal or we’ll just be seen as
an industry trying to look after itself. Our
preference post-Brexit is for close regulatory
engagement, but there is no existing model
for how that might work. We’re likely to need a
bespoke solution.”
Continued membership of EMA is not an
option, as the health secretary, Jeremy Hunt,
has conceded. The Medicines and Healthcare
Products Regulatory Agency will need to be
“beefed up,” Lönngren said, but its continued
role as part of the European regulatory system
would depend on negotiation. “I hope the UK
system will remain harmonised,” he said.
A divorce could mean a separate
application would be needed for drug
approvals in the UK, discouraging
companies from launching drugs here and
disadvantaging companies based in Britain.
There is a lot to play for and a clear danger of
collateral damage if the talks get tough. The
industry and its dependents are praying it
doesn’t come to that.
Nigel Hawkes, freelance journalist, London
nigel.hawkes1@btinternet.com
Cite this as: BMJ 2017;357:j2168
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