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Confidentiality, records, and computers

The tradition that doctors should keep their
patient's secrets is as old as medicine itself.
But the simple injunction to keep secret all that
a patient says (unless the patient permits its
disclosure) has come under increasing strain
in the 20th century. The widening use of
computers, not just in medicine, has focused
the issue more sharply, as people become more
concerned about what information is kept, how
secure it is, and what it is used for. Several
countries have legislated to control personal
information kept on computer, and the Data
Protection Committee has just recommended
that Britain should do the same.
Even so, the problems of confidentiality in

medicine are not confined to computers.

Legal aspects

Confidentiality is an implied term of con-
tract between a doctor and his patient. Un-
authorised disclosure ofinformation in circum-
stances that have nothing to do with the
patient's care would probably breach the
contract, though the issue has never been
tested in court. The practical and ethical
aspects of confidentiality are probably more
important to doctors than the legal ones.

Nevertheless, the law has made inroads into
confidentiality from the other direction-in
laying down circumstances when information
must be disclosed. Doctors have no special
privilege in law courts and can be ordered to
produce their records, though judges tend not
to make such orders lightly. In civil cases
records may be disclosed long before a case
reaches court. Sections 31 and 32(1) of the
Administration of Justice Act 1970 enable a
potential plaintiff who has suffered personal
injury to get a court order to see any relevant
medical records. Hospitals have feared "fishing
expeditions" for evidence by litigious patients,
but applicants must have a good case for seeing
the records and courts can limit the informa-
tion released. Solicitors often try to get infor-
mation without an order, which adds to the
many pressures on records departments to
breach confidentiality. Until recently sections
31 and 32(1) were interpreted as allowing
access only to the patient's medical adviser.
Now the patient himself can see his records;
this is the only occasion when a patient has a
legal right of access to his records.

Other occasions when the law demands the
disclosure of confidential information include
notification of infectious diseases; the obliga-
tion under the Road Traffic Act to give infor-
mation to the police if asked; and the regula-
tion in Northern Ireland requiring doctors to
tell the police when they treat someone with
injuries from an offensive weapon.-
The Ombudsman also has the power to see

any records he needs during an investigation,
though in practice his officers always seek the
consent ofthe consultant (and then customarily
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group with

For doctors, nurses, and staff in the supple- who take F
mentary professions the principle of confi- ferences ove
dentiality is backed by the threat of disciplinary or guardian
action from the registering body. Other staff in conferences
the NHS who handle confidential information police are tl
are expected to conform to medical ethics in not in the
maintaining confidentiality. Some have it information
written into their contracts. The trus
The basic principle of confidentiality (as probably pr

described in the BMA's ethical handbook, problems o.
which is quoted by the GMC) is that a doctor not ones th.
should not disclose information that he learns handbooks).
during a consultation for any purpose other of practice,
than treatment without the patient's consent. an ideal so
There are recognised exceptions-for example, their duties
disclosures demanded by law and when the
patient's right to privacy clashes with the safety
of the community. Research
Many doctors are worried by the increasing

number of requests for confidential informa- Informati
tion coming from lay people or departments- widely in tl
disablement resettlement officers, sociologists, needs, and
insurance companies. Some refuse to give any vices. Most
information unless they have the patient's fidentiality
written consent and can send the information there is pot(
to an identifiable doctor. Occupational health while identi
is a particularly sensitive area, though in large into anonyn
companies with their own medical officers the
principle that information given to the doctor
is confidential and will not be revealed to the
employer without consent seems to have been
generally accepted by management and unions.
Problems tend to. occur in smaller firms, where
perhaps the doctor is part-time and the
records are kept by personnel staff. But., in
general, questions of confidentiality arise most
acutely with multidisciplinary teams, research,
and computers.

Multidisciplinary teams

Advances in medicine in the 20th century'
have demanded that doctors collaborate more
and share their care of patients with others:
nurses, physiotherapists, technicians, and,
perhaps, social workersj psychologists, and
teachers. All these staff make records and may
need access to each other's information.

Ethically, doctors consider that the clinician
responsible for the patient is responsible for
the confidentiality of the patient's records. In
general practice this is relatively straightfor-
ward, because people work together closely
and groups are usually small, although prob-
lems may arise when several practices join
together; in a small community where the
receptionists probably know all the patients;
when staff are employed by a health authority
-as in health centres; and when some attached Which is mc

as social workers, do not share a
ical code. In hospital the problems
ater, and it is often not clear just
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ity that he is responsible for: some
)artments are much stricter than
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ore secure ?
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I Inscrutable magnetic recordst 1.1 -.
What the BMA does not want for the child health computer system (left), and a more acceptable system (right).

needs identifiable data-to link separate
episodes of illness in the same patient. If
information is collected prospectively with the
patient's consent there is little problem. But
much epidemiological research relies on infor-
mation collected clinically from populations of
patients, which if traditional guidance was
followed should not be available without the
patient's consent. In practice the responsibility
for authorising disclosure devolves on the
individual consultant or an ethical committee.
And in practice doctors seem fairly happy
about exchanging confidential information
with other doctors.
Some epidemiologists are worried that any

restriction in information as a result of fears
about confidentiality could make their job
impossible. E D Acheson, the architect of the
Oxford Record Linkage Study, has argued that
just as the infectious diseases of the 19th
century demanded a breach of confidence to
overcome them-statutory notification-so the
major diseases of the 20th century-non-
infectious chronic diseases-demand a differ-
ent sort of breach: the causes of many of these
conditions may lie in family or childhood
history and might be elucidated only by fol-
lowing episodes of illness in individuals-and
this needs identifiable data.

Computers

Much large-scale epidemiological research
has been made possible by computers. The
Data Protection Committee did not comment
on the ethics of collecting identifiable clinical
information and using it for research, as in the
Oxford study, though it was worried by the
inherent lack of security in the system. The
guarantee of confidentiality depended too
much on the integrity of the doctor running it
(which it did not doubt) and not enough on
safeguards in the system itself.
Though a few doctors refuse to take part in

the Oxford study because they consider the
breach of confidentiality unethical, the scheme
that has caused the most recent controversy is
not the Oxford study but the preschool
module of the child health computer system,
which has mainly clinical aims.
Most areas run computerised vaccination

and immunisation recall schemes, and a few
already have a system for scheduling and
recording preschool developmental examina-
tions. The Child Health Computing Commit-
tee has been trying to standardise the system.
As planned, the system will record sensitive
information on the mother and child and will
cross the boundaries between hospital, com-

munity services, and general practice. Under
pressure from the BMA, the committee has
agreed three principles governing the con-
fidentiality of the system: that the information
will be held for the continuing care of the
patient and not be used for any other purpose
without appropriate authorisation or the
parent's consent; access to identifiable infor-
mation will be limited to the author and the
responsible clinician unless authorised by the
clinician in the patient's interest; and statistical
data may be identifiable only when the patient
has to be followed up and when permission has
been obtained in advance from the patient or
the chairman of an appropriate ethical com-
mittee.
The BMA still considers that the committee

has not shown that the batch-processing sys-
tem proposed can guarantee these principles.
In batch processing written details are sent to
the computer centre and entered and any
information is printed out and sent to the
clinic where the examination is to be per-
formed. The BMA would rather see a real-
time system, where the person seeing the
patient could enter the information through a
computer terminal and control access to it. The
model real-time system is in Exeter, where
terminals in hospital departments and a GPs'
surgery are linked to a main computer. The
GPs themselves control the entry of their
information and can suppress sensitive items
so that only the author can read them. Never-
theless, the system is not being used as widely
as it might be: general practice records are not
available on hospital terminals (though the
system could do this)-largely because of
fears about confidentiality.
The DHSS has assured the BMA that the

preschool system will be no less secure than
manual records systems, but hospital records
are notoriously insecure: some records are
kept in open departments, accessible to casual
browsers (though they would have to know the
filing system to make a systematic search), and
records have to be carried round the hospital-
where they can be read, or lost, or left behind.
Computer files are usually held under

greater security and themselves are more proof
against casual browsers: their complementary
weakness is the fact that a lot of information is
easily accessible and can be quickly transferred
from one system to another.

Present safeguards

Computers are often presented as a problem
of the near future, but many patients would be
surprised to learn the amount of identifiable

information already recorded in computers.
All 14 English regions run their own Hospital
Activity Analysis (Scotland has its own
equivalent), and all 14 (and Scotland) run it
differently. The amount of identifiable infor-
mation recorded varies: some hospitals leave
only the patient's hospital number on forms
with coded diagnoses, others include the name,
and some include addresses and further infor-
mation. In each region confidentiality is usually
the responsibility of a regional specialist in
community medicine. Scotland has pushed
further the idea of having named doctors res-
ponsible for confidentiality: hospital records
officers are responsible for confidentiality to
district medical officers, and the medical
director of information in the Common
Services Agency is accountable for the con-
fidentiality of the information to the agency's
board, which is independent of Government
departments.
More contentious than Hospital Activity

Analysis is the Mental Health Enquiry-
because of the nature of the information and
because it is collected centrally by the DHSS.
The data recorded includes identifiable details
about every psychiatric inpatient admission in
England and Wales. Some psychiatrists refuse
to fill in names and addresses on the forms.
The DHSS explained to the Data Protection
Committee that it was starting to separate
identifying data from the personal details held
on computer. But a DHSS official conceded
privately that if such an inquiry was being
established now it would not be run by the
DHSS.

Strengthening confidence

People are becoming more aware of threats
to their privacy, not just from computers, and
the report of the Data Protection Committee
poses a challenge that will have to be met.
The report recommends that a Data Protection
Authority should draw up legally enforceable
codes of practice governing the use of com-
puter-held information. The NHS has several
codes, all slightly different and most at
variance, for practical reasons, with traditional
medical ethical guidance on confidentiality.
Many doctors think that it is about time the

profession sorted out its own attitudes to-
wards confidentiality and drew up and kept to
a consistent code of practice, covering not only
computer-held information but all record
systems. This need has been heightened by the
fear that a new Data Protection Authority
might impose one. But it remains to be seen
how easy it will be to reach widespread agree-
ment on such a code.
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